Possible causes for Active Directory lockouts


· Mobile devices (Apple, Android, Windows) that have a previously used or invalid Piratenet password saved attempting to access:

i. The SHU “campus” wireless network while on campus

ii. An SHU email account setup on a mobile device mail app
iii. SHU Mobile, Blackboard Mobile (aka Mobile Learn), SHIPS, Lync, Raiser’s Edge, SkyDrive/OneDrive, or SkyDrive/OneDrive Pro apps
iv. Web browsers that have a user’s AD password stored to access various SHU related sites (i.e. Piratenet, Blackboard, Student/Faculty/Staff email)

· Laptops, tablets, slates and/or desktops that have a previously used or invalid Piratenet password saved attempting to access:

i. The SHU “campus” wireless network while on campus (Personal Mac/PC computers)

ii. An SHU email account setup on a mail client (i.e. Outlook, Thunderbird, Windows 8 mail app etc.) (Personal Mac/PC & Domain computers)
iii. Xythos, Blackboard Drive or Webdrive software to access a user’s Blackboard drive space (Personal Mac/PC & Domain computers)
iv. Web browsers that have a user’s AD password stored to access various SHU related sites (i.e. Piratenet, Blackboard, Student/Faculty/Staff email, Banner, Oracle Reports, Nagios, AD Manager Plus, Sharepoint/DocPortal) (Personal Mac/PC & Domain computers)

v. Lync messaging software on and off campus (Personal Mac/PC & Domain computers)

vi. (For PCs only) Credential Manager: If a customer is getting repeated lockouts it would be good to check the “Credential Manager” settings on their machine.  If there are any entries within any section of the Credential Manager, they should be removed.  If there are pre-saved credentials in this window it will override any computer and/or customer provided logins. (Personal PC & Domain computers)
vii. Raiser’s Edge, Alumni Association desktop software (Domain computers)
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